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ABSTRACT 
We present a scheme for jointly watermarking and com- 
pressing digital video. The amount of watermark added is 
adapted to the expected degradation of the watermark due to 
compression. This results in a more robust watermark. This 
is achieved without any appreciable decrease in the quality 
of the decoded video compared to the case when the water- 
mark is not adaptive. Results are presented for the flower 
garden sequence. 

1. INTRODUCTION 

Immense proliferation of digital media has created an im- 
mediate need for methods for their copyright protection. 
Much effort has been put over the last half a decade towards 
schemes for watermarking of digital media. 

Though digital video is a sequence of frames the prob- 
lem of watermarking digital video has an additional set of 
unique requirements compared to watermarking digital im- 
ageslframes individually. For example computational com- 
plexity is an important issue since the amount of data is huge 
and many applications have real-time constraints. While 
a given amount of watermark may not be visible in a still 
frame, the same amount of watermark when added to all 
the frames may create visual artifacts like pulsating of pixel 
values when playing the video. The problem is further ag- 
gravated by the aggressive compression (like the B-frames 
in MPEG like schemes which are predicated from both past 
and future frames) employed for storing or transmitting dig- 
ital video. Surviving such compression requires adding more 
watermark which would create visually disturbing artifacts. 
The computational complexity requirement prohibits using 
sophisticated HVS models to get around these artifacts. The 
huge amount of data also makes video watermarking schemes 
more susceptible to collusion attacks. Other kinds of attacks 
include frame dropping or reordering or changing the com- 
pression format. 

Digital video watermarking schemes can be divided into 
three broad categories: those that operate on uncompressed 
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data [ 1,2, 31, those that operate directly on the compressed 
bit stream [4,5] and those in which the processes of water- 
marking and compression are combined together [6].  The 
scheme in [l] works in the uncompressed domain. It seg- 
ments the given video sequence into scenes. Then a 3-D 
wavelet transform of the each segment is performed. Ex- 
plicit model of HVS is used to provide spatial and temporal 
masking. The watermark is added to each temporal com- 
ponent of the 3-D wavelet transform. The watermark that 
is added to the high frequency temporal components is lo- 
calized and changes rapidly with time whereas that added 
to low frequency temporal components is spread over the 
entire sequence and changes slowly over time. This makes 
the scheme robust to such attacks as frame dropping or av- 
eraging and the watermark can be retrieved from a single 
video frame. However the scheme has high computational 
complexity. 

The scheme in [4] operates on MPEG-2 compressed bit 
stream. The watermark is pseudo-random sequence of +l,- 
1 of the same size as the given video sequence. 8 x 8 block 
DCT of the watermark is performed. Each non-zero coef- 
ficient corresponding to each of the VLC codewords in the 
compression bit stream is watermarked by adding the corre- 
sponding watermark coefficient. An additional constraint is 
that the length of the VLC code word after adding the wa- 
termark should not be more than its length before adding 
the watermark. This makes sure that the bit rate of the 
compressed stream is not increased. A drift compensation 
scheme is proposed to make sure that the encoder and de- 
coder do not get out of sync due to addition of the water- 
mark. 

The scheme in [6] embeds the watermark in the GOP 
structure of the compressed bit stream. Since most encoders 
use standard GOP structures like IPBBPBB ... the water- 
mark is embedded by choosing irregular GOP structures 
that are unlikely to be normally used. However this scheme 
could be subverted by decompression and recompressing 
using a different GOP structure. Moreover it can conflict 
with the rate control algorithm of the encoder. 

Our scheme falls in the category of combining the pro- 
cesses of watermarking and compression. We focus on MPEG- 
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2 kind of compression schemes. The idea is to monitor the 
amount of compression and the resultant degradation of the 
added watermark. The amount of watermark added is then 
adapted to make the watermark more robust against the ac- 
companying degradation due to compression. For example 
the amount of watermark added is increased when there is 
greater degradation and decreased when the degradation is 
less. This is achieved with negligible loss in the quality of 
the decoded video sequence (compared to the case when 
the watermark is not adaptive) and without appreciably in- 
creasing the complexity of the coder. Degradation (or attack 
on the watermark due to compression) is measured in terms 
of the MSE of the decoded frame w.r.t. the watermarked 
original. The degradation of the most recently coded frame 
of the same type as the current frame is used to determine 
the amount of watermark that should be added when cod- 
ing the current frame. Since the B frames are coded most 
aggressively they suffer most degradation and hence more 
watermark gets added to the B frames. Since the B frames 
are not used as reference frames the added watermark is 
not propagated. Also it is the quality of the decoded video 
frames that is of concern and we observed experimentally 
that the decoded video quality is effected very marginally 
since much of the added watermark is erased in the process 
of coding the B-frames. For the P frames the increase in the 
added watermark is lesser since their degradation is much 
less. We domot increase the amount of watermark added to 
the I frames. Note that the amount of watermark added is 
adaptive to the bit rate and coding complexity of the video 
sequence since these parameters decide the degradation of 
the decoded frames. 

We present two schemes based on this concept. The first 
scheme adds the watermark to the 8 x 8 block DCT of the 
motion compensated frame difference (residual) for the P 
and B frames and the 8 x 8 block DCT of the I frames. 
This scheme is computationally very fast. The only ad- 
ditional computation required to adaptively add the water- 
mark is computing the MSE of the decoded frames (note 
that the encoder already needs to create decoded frames to 
use as reference for motion compensation) w.r.t. the wa- 
termarked original. This computation can be carried out 
directly in the DCT domain (due to Parseval’s Theorem). 
Since the DCT coefficients of the watermarked original and 
the coded frames are readily available in the encoder no ad- 
ditional IDCT have to be performed. Hence this scheme is 
computationally very fast. 

The second scheme adds the watermark to the individ- 
ual frames and not to the residual. This scheme however 
uses the wavelet transform for watermarking and hence is 
computationally more expensive. 

taken from our previous work presented in [7]. 
The main ingredients of both the schemes have been 

2. THE FIRST SCHEME 

Consider an MPEG-2 like compression scheme. Let Vk,, 

denote the kth transform coefficient of the nth frame. For 
P and B frames this would be the 8 x 8 block-DCT coeffi- 
cient of the residual after motion compensation. When wa- 
termarking the nth frame aframe-sized watermark zk,, with 
uniform distribution having zero mean and unit variance is 
generated. The watermark is i.i.d. over space and time. De- 
pending on the contents of the video sequence arguments 
can be made against or in favor of generating independent 
watermarks to survive collusion attacks. We do not address 
this problem in this paper. For the purpose of this paper we 
generate the watermarks for different frames independently 
although the scheme is equally applicable otherwise. 

Let TI and T2 be two fixed thresholds. Let a be a fixed 
parameter controlling the minimum amount of watermark 
added and let 7 be a variable parameter which increases the 
amount of watermark added according to the degradation 
of the decoded frame. The watermarked coefficient V&, is 
computed as: 

V& = Vkn + (YYIVknIZkn ( 1 )  

for all (k,n) for which IVknJ > TI.  The coefficients at other 
locations and also the DC coefficient are left unchanged. 
The motivation for such a scheme was given in [7]. y is 
chosen as: 

y = 1.0 for I frms (2) 
= MEDIAN(l.O, 0.15 * rmsp, 1.25)for P frms(3) 
= MEDIAN(l.O,O.l5 * rmsB, 1.50)for B frms(4) 

where rmsi refers to the root mean square error of the most 
recently coded frame of type i w.r.t. the watermarked ong- 
inal. Its a measure of the compression attack suffered by a 
frame of that type. As mentioned before this computation 
can be done directly with the DCT coefficients available to 
the encoder. 7 varies from frame to frame but is same for 
all coefficients of a given frame. The specific values shown 
in Eqs.(2)-(4) were determined experimentally. Since the B 
frames are not used as reference frames and since they are 
subject to aggressive compression ( rmsB are expected to 
be higher than rmsp) 7 is allowed to have higher values for 
B pictures compared to the P pictures. 

Watermark detection consists of computing the correla- 
tion coefficient between decoded DCT coefficients whose 
absolute value is greater than T2 > TI in the suspect video 
frame and the given watermark. This is compared to a thresh- 
old to judge the presence of the watermark. If the video 
frames do not start from the beginning synchronization be- 
tween the given video frames and the watermark sequence 
will be required. Note that detection is done directly in the 
DCT domain and there is no need for full decoding. 
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Figure (a) shows the self and cross correlation coeffi- 
cients for 60 decoded frames of the flower garden sequence. 
Here a = 0.15,Tl = 20 and Tz = 25. We see that by 
using an adaptive scheme as proposed the self (auto) cor- 
relations have increased considerably (especially for the B 
frames) without an increase in the cross-correlations. This 
is really important for surviving any further attacks on the 
compressed video like recompression. Figure (b) shows the 
PSNR of the corresponding decoded frames with respect to 
the unwatermarked (no watermark) original frames. We see 
that the PSNR for decoded frames using the adaptive wa- 
termarking scheme is only marginally lower compared to 
the non-adaptive scheme. Moreover subjective tests have 
shown that there is no appreciable visual difference in the 
quality of decoded frames with and without addition of the 
watermark. This happens because in (1) the watermark added 
is modulated according to the strength of the DCT coeffi- 
cient. Figure (c) shows the actual y values used for each 
frame. 

3. THE SECOND SCHEME 

Here the watermark is added to the individual frames them- 
selves and not to the residual frames. Also we use a three 
level DWT (with Daubechies 8-tap filter) of the frames to 
add the watermark. The low-low subband is not water- 
marked. It was found experimentally that much more water- 
mark can be added in the wavelet transform domain with- 
out causing perceptual degradation compared to the DCT 
domain. Hence using the wavelet transform is a computa- 
tionally fast alternative to using computationally demanding 
HVS model for adding the watermark in the DCT domain. 
Other details of this scheme are same as the first scheme. 
Note that this scheme requires a forward and inverse DWT 
for watermark casting and a forward DWT for watermark 
detection. However this scheme is expected to be more ro- 
bust to attacks like recompressing the video with a different 
GOP structure in which case the residual frames would be 
different from those in the originally watermarked stream. 

Figure (d) shows the cross and self Correlations with this 
scheme. Here a = O.lO,Tl = 20 and T2 = 25. The self 
correlation values are now much lower compared to those in 
Figure (a) since the watermark was added in the frames and 
not in the residual which actually gets coded. However the 
cross-correlation values are also much lower because there 
are a much larger number of coefficients satisfying the con- 
straint lVkni > T2 during detection of the watermark (since 
this constraint is applied to the frames and not the residual). 
It is clear from Figure (d) that the separation between the 
self and cross correlations is much more for the adaptive 
scheme than the non-adaptive (“same”) scheme. 
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All results are shown for the 352 x 240 flower garden 
sequence coded at 3 Mb/s using the Software Simulation 
Group’s MPEG-2 encoder (a) ’same’ refers to the case when 
y = 1.0 for I, P and B. ‘adaptive’ refers to the case when y is 
given by Eqs.(2)-(4). MaxMin refer to the absolute values of 
the maximum and minimum cross correlations taken over a 
set of 100 watermarks independent from those added to the 
sequence. (b) ‘none’ refers to the case when no watermark 
is added. (c) 7 values (d) same as (a) but for second scheme. 
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